A brief annotation on MPIAB-G
In this document I will explain the block diagram shown in Figure 1 with two different perspectives in mind. Firstly, the security and secondly, the resource management.

[image: image1]
Figure 1: Detailed Block diagram of MPIABG.
The pickture does not tell me where the cert is stored. (private and public parts)
I shall provide a detailed decription about establishing trust among two entities involved in communication later in this document.
Abbreviation Table:

	MA
	Manage Agent

	TA
	Task Agent

	RBA 
	Resource Broker Agent

	AA
	Authentication Agent

	UID
	User ID

	PWD
	Password


Security:

All the agencies are started using SSL protocol thereby all the communications among the agents of those agencies will use SSL thereby ensuring a secure channel.
 However, we still need a mechanism to enforce authentication and provide a hierarchical system comprising of users with different levels of roles. In order to provide this, we propose to provide the user an online registration utility

. Once registered, the user can use the same User ID and Password when the Manager Agent (MA) is created for task submissions and monitoring. 

1. When the user creates

 the MA
, he will be prompted to authenticate.
2. User enters UID and PWD. UID and Hash PWD will be sent to Authentication Agent (AA).

3. The AA will verify the UID and Hash PWD with the User Database to make sure he/she is a registered user

.

4a.  If he/she is a registered user, AA will issue a ticket to the MA containing its signature, user’s
       role and other details. (NOTE: Still base lining the other details.)
4b.   If not, “Invalid UID or PWD, Please try again” message is displayed to the user.

5. MA will use this ticket for further communication. Viz., when negotiating with the Resource Broker Agent (RBA) for the resources.
Resource Management:
When the user submits the tasks for execution and specifies the number of resources for task execution, MA obtains the most appropiate 

set of resources available among the pool of resources. However, the role of the user is an important aspect 
of consideration before the user is given the best set of resources.

1. The user submits the task for execution.

2. MA will contact the Region Registry to find the number of agencies available for taks execution.

3. Once the table of available agencies are filled, MA will contact the corresponding RBA to get the following parameters:

· CPU Utilization.

· Actual Processor Speed.

· Memory Utilization.

· Actual Memory Size.

It does this by supplying RBA with the ticket issued by the AA when the user authenticated successfully. RBA maintains its own table of roles which acts as an authorizing agent, by restricting only those users with roles that finds an entry in this table.
4. 

If the user’s role does not match any entry in the roles table of the RBA, then an “Invalid User” message is sent to the MA. MA keeps track of this message for the users’ session to avoid considering that resource again for further task submissions.
5. Once supplied with the necessary parameters MA runs a Load Balancing algorithm to find the best set of resources. (NOTE: Working on this algorithm, trying to keep it simple)

6. After finding the best
 set of resources, MA sends a message to the corresponding RBAs requesting permission to use the resource, this time it also supplies the approximated CPU needed for the task. (This is determined by one of the stages in load balancing.)

7. RBA upon receiving the request to use the resource, checks to see if it has not already promised another MA or if the task from another MA has just been scheduled.

 If so, it suggests the requesting MA to request at a later time. If not, it permits the requesting MA to send the Task Agent (TA) to carry out the task and may deny all other requests until this task is executed. This decision is based on the CPU Utilization.

Resource Selection Algorithm
EvaluationRsc = (EvaluationCPU + EvaluationRAM)/ (WCPU + WMem)

EvaluationCPU = WCPU * (1- CPUload) * CPUspeed / CPUmin
EvaluationRAM = WRAM * (1- RAMload) * RAMsize / RAMmin
	WCPU
	Weight assigned to the CPU (for example: on a scale of 10)

	CPUload
	Current CPU load ( expressed as % )

	CPUspeed
	Actual CPU speed (in GHz)

	CPUmin
	Min CPU speed (Can be tuned by the administrator.)

	WRAM
	Weight assigned to the RAM (for example: on a scale of 10)

	RAMload
	Current RAM usage ( expressed as % )

	RAMsize
	Actual RAM size (in MB)

	RAMmin 
	Min RAM size (Can be tuned by the administrator.)


MA will have the following information with it:

	Resource Name
	EvaluationRsc 
	Count
	Sum for Count times
	Average

	Rsc1
	.788
	5
	4.378
	(4.378+.788)/ (5+1)

	Rsc2
	.547
	7
	6.878
	

	Rsc3
	.931
	8
	6.999
	


MA will select the resources based on Average value. Also for better value of Avg, before we enter value in EvaluationRsc column we can query for CPUload and RAMload multiple times and have the average of those as EvaluationRsc. This I suppose will give us a better idea of CPU and RAM usage. 
NOTE: I shall put more efforts in tuning this algorithm for better results.
Reference: Li M., Baker M., The Grid: Core Technologies. Hoboken: John Wiley & Sons Inc.
Security
Online Registration Tool: Here I shall describe how we make the communication between the online registration tool and the system, secure.



	 User Name

	 User ID

	 Desired Role 

	 Organization

	 Organization Unit

	 Email

	 Telephone #

	 State

	 Country






Following steps will depict the cycle of registration:

1. User fills out the form and clicks “Register” button.

2. The database is updated with the user information by AA after making sure he can fit the role he is choosing.
3. System generates a password which can be used by the user to initially login. User can choose to change the password. 
4. If he chooses to change the password, he will login using the system generated password. 

As soon as he logs-in using the password any operation user performs using the registration tool will be considered as message exchange and all the messages is encrypted using the Hash of the password he used to login.

Example: EKsys pwd (User ID, Old pwd, New pwd) when user changes the pwd where Ksys pwd is the hash of the password chosen by the system. The system will then be updated with the new password and hash of the new password will be used for further encryption.

NOTE: The Secure Database also maintains the hash password for every user.
5. If he does not choose to change the password, the system will continue to use the hash of the password it chose for further encryption.

MA – RBA – AA communication: In this section I shall describe how the security protocol for MA, RBA and AA communication.

1. User creates the MA when he wants to submit a task or reserve a resource for future task execution. 
NOTE: I will explain to you what I mean by “user creates the MA”.

2. He will be prompted to authenticate using the UID and PWD. Once he authenticates, (UID, EKpwd (UID)) will be sent to the AA for verification purposes.  

3. AA will get the role of the UID and hash PWD from the secure database. Decrypt EKpwd (UID) using hash PWD that it retrieved from the database. If the two UIDs match then the user can be trusted. 
NOTE: I say this because the user will not get a PWD if the AA decides that the info he provided was not enough to consider him to use the system.

4. Its time for AA to give a ticket that will be sent to MA to represent the validity for the user for all other communication involving any other component in the system (RBA, TA etc.). AA will send EKpwd (UID || S || ticket).  The ticket will be of the form 

EKaa-rsc(UID || role ). Where EKaa-rsc - is the hash of the key between AA and RBAs. 
NOTE: This I feel is fair to be hard-coded into the system to give a feel that AA and RBA exchanged this offline. Also there is one key between AA and all RBAs because at the time ticket is given to the MA, AA has no idea which resource MA is going to contact. The ticket is valid only for that session of the user.
5. Once MA gets the ticket, it maintains it in the RAM for communication with RBAs.

I stop at this stage and do not dwell into the details of communication between MA and RBA because I am still working on the QoS. I have to devise the different scenarios of communication between the two. I have some, but I feel I need to come up with more.
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�Bad sentence, to complicated for the contents. I will not say mucy to the grammer and sentence structure from here on and focus on contenst.


�If you weer to use GSI you could use myproxy for this as this is a credential store that implements what you suggest. Also we have a CoG grid certificate authority that could be used by the users to get the certs issued and project a trusted community …. This haoweve does not have the different roles as you describe her, but it could be enhanced to do so.





�I have thought about this comment. I understand that the CoG Grid CA uses Public Key Cryptography, my solution to this part uses Symmentric Key Cryptography and I want to discuss this further with you.


�Abbrev not defined


�It is not clear what this is


�This is a process user needs to start in order to be able to submit tasks to the system. He will be asked to authenticate when the GUI comes up before he can proceed further. He will authenticate only once. 





NOTE: MA serves as GUI for the user to submit the task as well as view the results. All the other functionalities of the MA, like – resource selection, negotiation with RBA etc is kept transparent to the user.


�WRITE OUT OTHERWISE YOU HAVE TO MANY ABBREVS AND IT BECOMING CONFUSING


�How do you asure that the users are registered. This calls for a certificate authority that signs certificates and a certificate chai n is introduced. Se our paper on the certificate authority.h


�This is handled using tickets. I shall explain this in detail in the latter part of this document.





�I bet with you I can create a cenario where your best is not best ;-)


�Dr.Gregor, I totally agree with you on this one. I want to use current CPU Utilization and RAM utilization as parameters for selection of resources. This may not always work, but most of the times we may make a smarter choice of resources for better performance.





I propose an algorithm that uses these parameters for resource selection later in this document.





NOTE: By utilization I mean something like we see in the Windows task manager that shows % of CPU util. 


�Why?


�This will be slow ….and by the time you may get the result it may be outdated. The question is what is cpu utilization and so forth. This is not defined here. Reed my comments about heisenbers uncertainty relationship do a google search ….


�The algorithm that uses these parameters keeps a history of these values and uses that to make the selection. But this approach will fail in cases when the CPU utilization is frequently spiky in nature. Meaning, the CPU is frequently overloaded, but the history should help the user in making better choice (not the best). 


�???? realy ;-)


�Why is this not done in step 2. if you modify this in yoru approach, I like to be explicitly be mentioned when you describe the algorithm ;-) you may also want to look in sopme papers about QoS and Grid that I have coauthored. Here we actually reserved chunks of the CPU.


�In my approach I want the RBA to be the authority who finally grants the user the permission to use the resource. Although MA makes a smarter choice, RBA is the one to grant. This is because, by the time MA gets the parameters, runs the resource selection algorithm and sends the task, those resources might be overloaded. This is known to the RBA that is local to every resource. So keeping the control to grant the permission to use the resource with RBA makes the system immune to bad resource choices thinking that we actually made a smart choice.





If one of the RBAs respond negatively to MA, MA will use the next best resource to submit the task. If there are no other resources left, MA will send a message to the user informing him about the situation. Then its upto the user to decide what to do.





